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My Health, My Data!





Individualized  diagnosis, 
prognosis & treatment plan

Domain knowledge & assumptions

Clinical Workflows 
(medical protocols)

Disease signatures & patient groups
Variables dependencies & prediction models

For a particular 
patient

Unknown / missing data

Predict value of missing 

variable

Final DAG (based on MCMC&DP, threshold=0.5)
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Dataset for analysis 

Data Exploration  & 
cohort selection

Explore, select and prepare for analysis

TOP-DOWN

BOTTOM-UP

Phenotype & Clinical data

Integrated, curated and 
annotated data 

Data modelling, ETL, enrichment 
& curation

Data Analysis &
Modelling

Precision Medicine 
Support

Data Management & 
Harmonisation

personalized data acquisition 
(e.g., feature extraction from images)

Knowledge Discovery & Model training

Reasoning, Simulation & DSS

Diagnostic p. medicine flow

Research data analysis and modelling flow for p. medicine

Multiple pipelines

External Data sources
(dbSNP, PharmGB, DrugBank…)

Biomarkers 

DOWNSTREAM

UPSTREAM



Quality Assurance, Quality of Service , Compliance & Dissemination 

Privacy by design middleware Layer 

ATHENA, GNUBILA [WP5]
Privacy preserving distributed data 

processing
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Private Data Sources 

Federated Data Management & Data Harmonisation Layer 
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Application Layer (WEB & Apps)

SIEMENS , ATHENA, HES-SO [WP2, WP8]
Data Exploration, Analytics & Cohort Builder 

based on advanced Similarity & Semantic Search 

HWC, DigiMe [WP3]
Personal Data Account (PDA) & Dynamic 

consent management W
H

Y

GNUBILA, ATHENA, HWC [WP6, WP3]
Blockchain Integration & Smart 

contracts management

HES-SO, ATHENA [WP4] : Semantic Modeling and data 
integration

HES-SO, GNUBILA [WP4]: Persistent Identifiers 
Cataloguing (PID)

API (for SaaS applications) ATHENA, GNUBILA (WP5, WP6) 

Hospitals
Electronic Medical Records

Personal Data Subjects
social media accounts, clinical data repositories, personal 

drives, wearable devices

LYN [WP11]: Coordination & Management 

LYN [WP10]: Dissemination and Exploitation

CNR [WP9]: Penetration & Re-Identification Challenge NCTM [WP2]: Regulatory and Compliance Study

HES-SO [WP1]: Requirements Analysis

LYN [WP7]: Platform-driven Assessment 

DigiMe, HWC [WP3]
Personal Data acquisition and 

management 

ATHENA [WP5]: Data Profiling & curation (quality, privacy & analysis) 
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 Data collection / origin 

◦ Pseudonymised (de-identified) clinical (routine) data

◦ Personal data including machine-generated data from Internet of Things (IoT)

◦ Derived data related to the usage and the processing of the data

 Data storage & preservation

◦ Federated data management for clinical data 

 ETL, pre-processing and pseudo-anonymization flow

◦ DIGI.me Personal Data Account (PDA) application

 retrieve personal data to an encrypted local library, which the users can then add to a personal cloud

 Data Modelling, Harmonisation, Cataloguing and Integration

◦ Global dynamic Subjective-Objective-Assessment-Plan (SOAP) model 

◦ Use biomedical taxonomies and ontologies such as LOINC, SNOMED CT, ICD-10-CM, CPT, MESH

◦ Persistent Identifiers (PIDs)

 Secure data access, sharing and processing in line with GDPR legislation 

Data Collection and Management



Hospitals

OPBG - Vatican
UCL/GOSH – London
DH – Berlin
IGG – Genova
KU - Leuven

CHUV – Lausanne
…
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Data access & Privacy preservation

 Security / privacy breaches: 

◦ avoid a single point of failure (i.e., datawarehouse, TTP): decentralize data 
(transactions, patient data) and control using federation and blockchain

◦ offer multiple levels of privacy preservation 

 Ownership: Users should control their data, easily join or leave

 Transparency: Users should audit the usage of their data

 Privacy is important
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Blockchain as an access-control manager
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Bio-medical model

Privacy preserving 
distributed 
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flow execution

Transaction

Actors (WHO)

Data controllers
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Methods (HOW)

Output (WHAT) 

 a decentralized personal data management platform focused 
on privacy

 combine blockchain and off-blockchain storage

 users own, control and monitor their data and data usage

 utilize blockchain & smart contracts as an automated access-
control manager 

 does not require trust in a third party

 pointers to de-identified data  suitable for random queries

 support full data processing through PPDM



 Smart Contract

Blockchain integration 

WHO

subjects & controllers processors & requesters

WHAT & WHY

HOW

Data Functions Output

DMP & 
(privacy) profiling

PPDM: MPC, DP, Encryption
(on pseudoanonymized data)

PredictionsPublishing
(external parties)

Mining
(within MHMD)

Models EHR data

Publishing: Anonymization & 
Watermarking 

Blockchain & Smart contracts
(control & trace data usage) 

Personal data 
access



Three main use cases:

 Personal Data Access (no privacy)

◦ Patient accessing his/her EHR

 Static Data publishing 

◦ Research VS other purposes

◦ Anonymization requirements (AMNESIA)

◦ Watermarking

 Privacy Preserving Data Mining (within platform)

◦ Move data (authorized applications get and process the data i.e., MDP / Cardioproof)

◦ Move computation to data: secure multiparty computation (SMC, DP) on federated data / 
distrustful parties (MHMD, HBP)

◦ Other encryption techniques (homomorphic)

Encryption and privacy preserving policies



 static data publishing: “Sanitization” (Anonymization)

 secure multi party computation: Only overall aggregated data are 
transferred between nodes

 interactive anonymization: Differential Privacy & Crowd-Blending 
privacy 

 encryption: Fully/Partially Homomorphic Encryption (FHE)

 decentralization: Use Blockchain to Protect Personal Data

Encryption and privacy preserving policies



 Privacy & Sensitivity Data Profiling:

◦ Define privacy profiles per data type & usage scenario

 Trade-offs among efficiency, accuracy & privacy

 Define a formal methodology to describe “privacy 
budget” in terms of expected accuracy 

 Automate privacy preserving method selection based 
on privacy & sensitivity profile and efficiency / 
accuracy trade-offs

Encryption and privacy preserving policies
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Secure Data publishing

 Different dangers

◦ Identity leakage

◦ Attribute leakage

◦ Participation leakage

 Different transformations

◦ Generalization

◦ Suppression

◦ Perturbation

◦ Partitioning

◦ Noise addition

 “Sanitization” (Anonymisation) hiding individual information 
(ensuring k-anonymity) but preserving aggregated 
(sufficient) statistics



Secure Data publishing

 Amnesia anonymization tool

◦ It offers several versions of k-anonymity

◦ It allows the user to select and customize possible solutions

◦ It offers graphical tools that allow the user to analyze the anonymized dataset

◦ It is scalable and uses all available CPU cores in the anonymization process

 Watermarking techniques



 The setting: Data is horizontally distributed at different sites on a Private 
Data Network (PDN) of mutually distrustfully parties

 The aim: Compute the data mining algorithm on the data so that nothing 
but the output is learned
◦ Use secure computation using SMPC, encryption, DP etc

◦ Assume Semi-honest types of adversaries that follow the protocol 

 Makes sense where the participating parties really trust each other (e.g., hospitals)

 Training (learning) vs Reasoning: different requirements and privacy 
related issues
◦ training: needs access to patient records

◦ reasoning: needs only the model and new data subjects but…

 Inference from the results: One can break privacy using well specified queries and analyzing 
the results 

Privacy Preserving Data Mining



 Distributed elastic execution

 Iterative dataflow execution: Support ML algorithms

 Powerful data programming paradigm: SQL with User Defined Functions

 Privacy-aware query processing

Distributed Privacy Preserving Data Mining: 
EXAREME
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Decompose query into 

local and global parts

Dataflow Execution Example

1 N
id m-name m-valueid m-name m-value

Local queries Local queries

Partial 

aggregated 

results

Run local 

queries
Run local 

queries

“count, avg, std”

m-name N avg std

m-name Σx Σx2 N

Σx,Σx2,N Σx,Σx2,N

Partial 

aggregated 

results

m-name Σx Σx2 N

L:“Σx, Σx2, N”

G:“N, avg, std”

Run global 

queries
N, avg, std
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