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ɳˎˊ˖ˉʰʿˁʺ ɴˊʶˎ˄ʰ ςH2020 Frameworkand Beyond

source: European Commission ïDG HOME

8



ɳˎˊ˖ˉʰʿˁʺ ɴˊʶˎ˄ʰ ʴʽʰ ζɮˋ˒ʰ˂ʶʾˌ ɼˇʽ˄˖˄ʾʶˌη

Primary aims

Åto enhance the resilience of our society against natural and man-made disasters, 
ranging from the development of new crisis management tools to communication 
interoperability, and to develop novel solutions for the protection of critical 
infrastructure;

Åto fight crime and terrorism ranging from new forensic tools to protection against 
explosives;

Åto improve border security, ranging from improved maritime border protection to 
supply chain security and to support the Union's external security policies including 
through conflict prevention and peace building;

Åand to provide enhanced Cybersecurity, ranging from secure information sharing to 
new assurance models

source: European Commission ςDG HOME
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ɳˎˊ˖ˉʰʿˁʺ ɴˊʶˎ˄ʰ ʴʽʰ ζɮˋ˒ʰ˂ʶʾˌ ɼˇʽ˄˖˄ʾʶˌη

ɾʶˊʽˁʱ ˋʹ˃ʰ˄ˍʽˁʱ ˔ʰˊʰˁˍʹˊʽˋˍʽˁʱΥ

Closely connected to the EU main goals: to promote peace, its values and the well-being 
of its citizens. offer freedom, security and justice without internal borders

Increased budget мΦп . ϵ Ctт όнллт-2013), мΦт . ϵ ɶнлнл όнлмп-2020)Horizon Europe 
2021-2027

Extensive collaboration with SSH: User and Societal Acceptance, Perception, Social 
Inclusion, Ethics and Privacy

Close connection with Operational reality, End Users & Field - Applied Research: TRL 6-
7
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Åɴˁˍʰˁˍʹ ˉˊˇˋʻʺˁʹ ˍˊʽ˗˄ ʰˉˇˁ˂ʶʽˋˍʽˁʱ ʻʶ˃ʱˍ˖˄ ˋˍʹ 
˒ʶˍʽ˄ʺ ˉˊˇˁʺˊˎ˅ʹΥ
Åʃˇˎ ˉʱ˃ʶΤ SU-!Lлм άwŜǎŜŀǊŎƘ wƻŀŘƳŀǇέ

ÅMʶ ˍʽ ʶˊʴʰ˂ʶʾʰΤ SU-AI02ά!L ¢ƻƻƭǎ ŦƻǊ [9!έ

Åɾʶ ζˉ˄ʶˏ˃ʰ ˁʰʽ ʹʻʽˁʺηΤ SU-!Lло άEthics, Law, Perception 
ŀƴŘ !ŎŎŜǇǘŀƴŎŜέ

Åʆʶ˔˄ʹˍʺ ɿˇʹ˃ˇˋˏ˄ʹ& Horizon Europe(2021-2027)
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Åɶ ʰ˂˂ʰʴʺ ˁʰʽ ʹ ʶˎʶ˂ʽ˅ʾʰ ʶʾ˄ʰʽ ˋˍʹ ˒ˏˋʹ ˍʹˌ ˍʶ˔˄ʹˍʺˌ 
˄ˇʹ˃ˇˋˏ˄ʹˌ

Åɼˇʽ˄ʺ ʰ˄ˍʾ˂ʹ˕ʹ ˁʰʽ ʵʽʰ˒ʱ˄ʶʽʰ ʴʽʰ ˍʰ ˇ˒ʷ˂ʹ ˁʰʽ ˍʹ˄ 
ˇˊʻʺ ˔ˊʺˋʹ ˁʰʽ ˂ʶʽˍˇˎˊʴʾʰ

Åɳ˄ʹ˃ʷˊ˖ˋʹ ˋʶ ɳˎˊ˖ˉʰʿˁˈ ɳˉʾˉʶʵˇ

Åɮˉˇʵˇ˔ʺ ˁʰʽ ʶ˃ˉʽˋˍˇˋˏ˄ʹ ˍˈˋˇ ʰˉˈ ˍˇˎˌ ʃˇ˂ʾˍʶˌ 
ˈˋˇ ˁʰʽ ʰˉˈ ˍˇˎˌ ʆʶ˂ʽˁˇˏˌ ʋˊʺˋˍʶˌ ˁʰʽ ˍʹ˄ ʃˇ˂ʽˍʶʾʰ
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H ʁ ˃ˉʽˋˍˇˋˏ˄ʹ ˁʰʽ ˁˇʽ˄˖˄ʽˁʺ ˎˉˇˋˍʺˊʽ˅ʹ ˖ˌ ˁʽ˄ʹˍʺˊʽˇˌ 
ʵˏ˄ʰ˃ʹ



Securing disruptive technologies

ÅSecuring AI - 5G - IoT ςblockchain ςdistributed 
computing

ÅBig Data privacy

Data Protection and Privacy: Quantification and 
Certification

ÅHow much privacy in privacy-by-design?

Self-auditing & self-healing
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ɼʶˊʵʾʸˇ˄ˍʰˌ ˍʹ˄ ɳ˃ˉʽˋˍˇˋˏ˄ʹΥ ʹ ˍʶ˔˄ʽˁʺ ˋˁˇˉʽʱ



ʃˊˇˁ˂ʺˋʶʽˌ
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Exponential Capabilities:
Å Big Data
Å Internet of Things
Å Cyber ςPhysical and the 4th Industrial Revolution

Profiling can get (?) Global

Machine Learning: ˃ʶ ˈˉˇʽˇ˄ ʵʱˋˁʰ˂ˇ ˁʰʻʾˋʶʽˌΧ

Bias and Fairness DetectionΥ ɮɹ for AI

Modelling and Certifying Ethics, Human Values and Laws

Global AI Race:ά9ǳǊƻǇŜ ƛǎ ŀōƻǳǘ ǘƻ ƭƻǎŜ ǘƘŜ Ǝƭƻōŀƭ !L ǊŀŎŜ ςǘƘŀƴƪǎ ǘƻ D5twέ

Human Nature& the I in AI
ά5ƛŘ ȅƻǳ ƪƴƻǿ ǘƘŀǘ ǘƘŜ ŦƛǊǎǘ aŀǘǊƛȄ ǿŀǎ ŘŜǎƛƎƴŜŘ ǘƻ ōŜ ŀ ǇŜǊŦŜŎǘ ƘǳƳŀƴ ǿƻǊƭŘΚ ²ƘŜǊŜ ƴƻƴŜ ǎǳŦŦŜǊŜŘΣ 
ǿƘŜǊŜ ŜǾŜǊȅƻƴŜ ǿƻǳƭŘ ōŜ ƘŀǇǇȅΦ Lǘ ǿŀǎ ŀ ŘƛǎŀǎǘŜǊΦ bƻ ƻƴŜ ǿƻǳƭŘ ŀŎŎŜǇǘ ǘƘŜ ǇǊƻƎǊŀƳέΦ
Agent Smith, The Matrix (1999)
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ɮ˂˂ʰʴʺ ˄ˇˇˍˊˇˉʾʰˌΣ ʰˉʰ˂˂ʰʴʺ ʰˉˈ ˍˇ ˋˁʶˉˍʽˁˈ ˍˇˎ άǘǊŀŘŜ-ƻŦŦέ ˉˇˎ ʵʹ˃ʽˇˎˊʴʶʾ ʶ˅ʰˊ˔ʺˌ 
ʵˎˇ ʰ˄ˍʾˉʰ˂ʰ ˋˍˊʰˍˈˉʶʵʰ

ʆʶ˔˄ʽˁʱ ʶʾ˄ʰʽ ʶ˒ʽˁˍˈ


